


TWO-FACTOR AUTHENTICATION

Two-factor authentication works with two separate security or validation
mechanisms. Typically, one is a physical validation token, and one is a logical

code or password. Both must be validated before accessing a secured service
or product. This authentication method helps address the vulnerabilities of a
standard password-only approach.
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BACKUP

Backup refers to the process of making copies of data or data files to use in

the event where the original data or data files are lost or destroyed. Backups
will be used to recover data after its loss from data deletion or corruption, or

to recover data from an earlier time.
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CLOUD

Cloud computing is a type of computing that relies on shared computing

resources rather than having local servers or personal devices to handle
applications. Major threats to cloud security include data breaches, data
loss, account hijacking, service traffic hijacking, poor choice of cloud storage
providers, and shared technology that can compromise cloud security.
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MALWARE

Malware is defined as a software intended to perform an unauthorized

process that will have adverse impact on the confidentiality, integrity, or
availability of an information system. It is mainly used to gain unauthorized
access to systems and/or resources which may cause unauthorized disclosure
of sensitive data, denial of service, unwarranted deletion, etc.
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MOBILE SECURITY

Mobile devices may contain sensitive personal information and data files that

should be secured. Information security threats against mobile devices will
cause exposure of sensitive information, installation of viruses and spywares,

or the device could be lost or stolen.
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PASSWORDS







RANSOMWARE

Ransomware is a type of malicious software, or malware, designed to deny

access to a computer system or data until a ransom is paid. Ransomware
authors order that payment be sent via cryptocurrency or credit card.
Ransomware typically spreads through phishing emails or by unknowingly
visiting an infected website.
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SOCIAL ENGINEERING

Social engineering is the art of manipulating people so they give up

confidential information. Criminals use social engineering tactics because
it is usually easier to exploit your natural inclination to trust than it is to
discover ways to hack your software. Security is all about knowing who and
what to trust.
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SOCIAL MEDIA

Social media is the collective of online communications channels dedicated to
community-based input, interaction, content-sharing and collaboration. Websites

and applications dedicated to forums, microblogging, social networking, social
bookmarking, and wikis are among the different types of social media.

CyberBOTs constantly keep their ears to the internet and listen for people who are
disclosing company information or working for companies they are targeting for
information sharing.
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